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Answer Q.1{on@.2, Q:5or Q.4, Q.50r Q.6, Q.7 or Q.8.
Neat diagrams must.be drawn wherever necessary.
Figuresfto/the right 'side indicate full marks.
Assuniedtiie suifable data, if necessary.

What js ¢yber forensics? Explain different processes in cyber forensics
Investigation process. [6]

Exjplain any three challengesfaced by Forensi¢expert in cyber forensics.

[6]

Write a short note any two toolsfor-Network forensicsanalysis.  [6]
@R

What is Malware Analysigand itskey benefits? Explain different types
of MalwareAnalysis. [6]

Explain any three chaliengesin E-mail Forensics? Explain any three
Forensic Investigations techiniques used in E-mail Forensic? [6]

How does Computer Foierisics differ from data recovery? [6]

What is Digital Farensics and its application? Explain.any two forensic

Hardware/ Softwaretool. [6]
Describethe processfollowed in preserving the Digitai-Evidencein Digital
Forensic. [5]

What istherole of digital forensicsin face and firngerprivit recognition? 6]

OR
Write a short on following methods (sed tocgereserve the evidence in
digital forensic before starting the analysis. [6]

)  Drivelmaging
i) HashVaue
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Why do we need digital forensics? Where can digital evidencesarefound?
[5]

Explain any three forensic Toolstised in Digital Forensics. [6]

Explain Social Engineeringattack spira model with the help of Diagram.[6]

What is mean Py Hsider Attack? What are types of it? [6]

What is “Phishing”{And How it works? Explain Phishing Attack with

the help df one example. [6]
OR

Which all preventive strategies can be used to prevent social engineering

attack. [6]

Explaitmany three Social engineering attackswith example. [6]

What aretherisk associated with social engineers and physical accessto
computers? [6]

Enlist any offences and related punistiment under I.T act 2000. [6]

Explainin detailsintelleCtual Property Rightsin Cyberspace. [5]

What are Positive Aspeets and-weak areas of ITA 2000? [6]
OR

What is mean by Security Audit? Explainits Steps. [6]

Write a short note.on: [9]

i) E-Commerce
i) E-Governance
Explaintheroleof Certifying Authority and Controller. [6]
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