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Neat,diagrams.must be drawn whenever necessary.
Fighwes’'to theright indicate full marks.

AsSsurne suifable data, if necessary.

Compare symmetric key encryption and Asymmetiic key encryption.[6]

BExplain Diffie-Helman key exchange algorithinwith example. [6]

What is Block cipher? Discuss Bleck ciphier modes of operation.  [6]
OR

Discuss RC4 Stream Cipheirwith anexample. [6]

Draw and Explain Feistal Cipherstructurein detail. [6]

Using RSA agorithm exicrypt plaintext “03”, withp=11,9=3, & e=13.
[6]

Explain Knapsack algerithm. [6]

Writeanote on Rigital Signature algorithm. [6]

What is authenti cation? Explain various methodsiofauthentication.  [5]
OR

Discuss x. 509 authentication service. [6]

Elaborate the characteristics needed in.secyre Hash function. [6]

What is message digest? Compare MAC withySHA L [9]
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Explainindetail, working of PGP algorithm. [6]

Describe 1Psec security services: [6]

What is security association and what are the fields of SAD. Discussin

brief. [6]
OR

What is S/IMIME? State its operation in detail . [6]

DiscussAuthenticati Header and Encapsulationinemail security.  [6]

Draw tive | Psec security architecture and explain in detail. [6]

What arethetypesof firewall? Explain any two indetail. [6]

Discuss nature of viruses and the types of viruses. [6]

|_ist and briefly define three classes of,intruiders. [5]
OR

Explain SSL protocol in detaii [6]

Write a note on secure Eiegtronic, Transaction. [6]

Enlist four techniquestised by-firewalls to control access and enforce a
security policy. [5]
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