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(2019 Pattern) ((Semester - VII) (410244 C) (Elective - 111)

Time: 2%2Hours] [Max. M@)
Instructions to thexcandidates : O
1) AnrsSwer Q.1,0rQ.2, Q.3 0r Q.4, Q50r Q.6, Q.7 or Q.8. { ’

2) Neat diagrams must be drawn wherever necessary.
3) Figuresito theright indicate full marks. @

4) Assume suitable data, if necessary.

Q1) a%V«'What arethetypical stepsfollow%'%%forensucsspemallstsm

aninvestigation? Explain any 2i [9]
b) Inwhat wayscanbusinessb computer forensicstechnology?
Explainindetail. [9]

ot

Q2) a What kind of digital x1cescan be collected in computer forensics?,

Explalnlndetall [9]
b) Whyisd p & recovery important in computer forensics? <[9]
Q3) a rimary, purpose of collecting evidence indigital forensics?

detait. [9]

Qoat arethetypical stepsinvolved inthe collectionof digital evidences?

Q
OR

% Explain the different types of digital evidence that’can be collected in
computer forensics? [8]

b) What method & techniquesare commorily used to verify & authenticate
computer images. explain any two in detail? [9]
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Q5) a

b)

Q6) &)

b)

Q7) a

b)

Q8) a

b)

X

QO

How do investigators determinewhighidataisrelevant to collect & analyze

indigital forensicsinvestigation? [8]

What is the honeynet prOJect how does it contribute to network

forensics? [9]
OR

Why is data valigation crucial in digital forensics & what methods are
commelily useciior daiavalidation? [8]

Describe tive process of seizing digital evidence at a crime or incident

scene? &]

Hovindoesemail play asignificant rolein digital investi@%? What
types of information can be obtain from email Header that relevant
Ininvestigations? ' ¢ [9]

Whai factors should be considered when eval
t0ol needsfor aninvestigations. Explal n

What isfunction e-mail server, h@)&ltstore& manage e-mail data?
[9]

Write short note (any omﬂ\ [9]
) email forensc%
i)  Computer f nardware tools
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