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I nstructions to the Candidates: O

1) Attempt’QLl anQ2, Q3 or Q4, Q5 or Q6, Q7 or Q8. Q
2) Neat/diagram must be drawn wherever necessary.
3) Assume-suitable data if necessary. & ¢
Q1) @ ExplanthestepsinvolvedintheloTrdesig ‘ odol ogy. [6]
b) V"Explain the concept of Machinesos 2M) communicationin

the context of |oT. [6]

c) Illustratethe different pilla@ [6]
X \

Q2) & Identify andexplain t@‘tomponents of anloT network architecture.
[6]

N@ggsocket API with suitable 0T system. ro]

c) Discussthe advantagesand limitations of using loT communicatiocn APls
in homeautomati on systems. [6]

b) Demonstrate

Q3) Analyzethe characteristicsand functionalities of M-2M protocolsusedin

% loT applications. \ [6]
Analysethe Modbus protocol and itsusageih+ndustria |oT applications.
Discuss the features and functionalities/of ‘W odbus, its communication

modes, and the benefits it offers inCornecting devices in industria
automation. [6]

c) Anaysetheworking principlesand appli¢ations of the RFID protocol in
loT system. [9]
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Q4) &)
b)

Q5) 8

b)

Q6) a)

b)

Q7) 8

b)

Q8) g

OR
Classify between M2M and SCADA Protocol with proper example. [6]
Demonstrate the use of |1P based’protocolsin the loT Applications. [6]

Show the use of LoRa frotocol in the smart irrigation system
development. [9]

Examine how,Cloud Computing isan 10T enabling technology with the
suitabl egppli cations.

Design &cloud,storage model for an loT-based healthcare :
Corisrder thestorage requirements, data security, and pri ncerns
adsogiatedwith sensitive patient health records. Discuiss,the pros and
cons of ‘using public, prlvate and hybrid cloud stor optl ons. [10]

Shiaw that Cloud computing is the fusion @omputl ng and SOA.
[8]
Design ahome automation system Bahnfor IoT and Xively

Cloud for 10T communicatiori Discuss how these APIs can be
used to enable device control ectlon and remote monitoring of
various home appli ances [10]

Design anintroducti X?’ security, highlighting the unique challenges

and vulnerabiliti ectwith loT deployment. [8]

[llustratethe esinsecuring loT applications. (9]
Q OR

' ssible vulnerabilities in designing smart home intrusion

' sten. [8]

;gn acase study on designing asecure 0T hgrierntrusion detection

system. ldentify the challenges and considerati onsinvelved in ensuring
% the confidentiality, integrity, and avail ability of,déta, aswell asthetimely
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detection and response to potential security greaches. [9]
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