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B.E. (Artificial Intelligence and Data Science)
INDUSTRIAL INTERNET OF THINGS

(2019 Pattern) (Sérmester-- VI1) (Elective - 1) (417523(B))

Time: 2%2Hours] [Max. Marks: 70
I nstructions to the candidates:

1)
2)
3)
4)

Ql) 8
b)
c)

Q2) &

b)

Q3) 8

Solve questions Q.1 or Q.2, Q.3 0or Q.4,Q50r Q. 6,Q.70r Q. 8.
Neat diagrams must be drawn wherever necessary.

Figufes tothe right indicate full marks.

Assume-suitable data if necessary.

Detine Industrial Internet of Things (110T). List and briefly explain the

components of 110T architecture, . [8]

Draw and explain the Reference.érchitecture of lloT. [9]

Explain the integration of Wi feless Sensor Networks (WSN) into the

10T architecture. \\ [9]
% OR

Discuss the Industrial }riternet Architecture Framework (IAF). Explain
Its purpose, key pﬁ‘hci ples’and how it guides the design and
implementation of [TeT sysStems. [10]

Discuss the layers of Industrial 10T (110T) architecture. Describethie
functionalities and intéractions within each layer, focusing on (any 3):[ 8]

) 1loT Sensing

i)  lloT Processing

i)  1loT Communication
iv) HoT Networking

Compare and contrast the following Ilof cfoudcglatforms w.r.t their
features, capabilities and suitability for differgnt ifidustrial applications:[8]

i)  Cloud of Things (COT) platforms
i) Predix

i)  PTC ThingWorx

IV) Microsoft Azure

PT.O.



b)

Q4) 8

b)

Q5) 8

b)

Q6) a)

b)

Q7) &
b)

c)

Describevarious datavisualization teghiniquescommonly used in Industria
loT (I10T) applications. Explain how thesetechniqueshelpin representing
complex data sets visually for befter understanding and analysis.  [6]

Differentiate between Softwareas a Service (SaaS), Platform asaService
(PaaS) and Infrastructure as-a Service (laaS), providing examples for
each. [3]

OR

Discuss theJole of. Data Analytics in optimizing Industria 10T (11OT)
systems Explainhow data analytics techniques can extract valuable
insighits"from hifoT-generated data to improve efficiency, predictive
maiQtenanceand decision-making processes. [10]

Exptaintheconcept of Digital Twininthecontext of Industrial 10T (110T).
Discussthe need for Digital Twin technology and itsbenefitsinindustria
Ssettings. [7]

N
Explaintheimportance of securifys#vindusttial 1oT (I110T) deployments.
Discuss the potential consequqnbas of security breachesin |oT systems
and their impact on industri aLgperati Qs [10]

Discussthe management gsg“ects of.cybersecurity inIndustria 10T (11oT)

environments. Explain th§ roles.and responsibilities of stakeholdersin
managing 10T security risksand implementing effective cybersecurity
policies and procedures. [7]

OR

Explain the concept.'of access control in Industrial 10T (iToT)
environments. Discyss the mechanisms and techniques used to-enforce
access control pélhicies and permissions in 10T systems. [10]

Discusstheimportance of identity establishment irmioT security. Explain
the methods and protocols used to establish andwnanage identities for
HOT devices and users. [7]

Explain Smart Logistics and itsimpact onsupply ‘chain management.[ 6]
Describe Smart Irrigation and its benefitsin agricultural practices.  [6]

Discuss the characteristics and design principles of Industry 4.0.  [6]
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OR "’cab
Q8) @ Define Cyber Manufacturing Sy s and discuss their importance in

modern manufacturing. (§ [6]
b) Explaintherole of 10T in t@%ealthcare Service Industry and provide
examplesof | oT-qngpl ed@)@thcare solutions. [6]

c) Introduce th e%b,g Industry 5.0 (Society 5.0) and discuss its
potential im on o lety. [6]
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